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What [oesit Al Meen?

BEvent, Impact, Indicators, Loss, Gonsequences, threats, events, cause,
probability, ranges, good, outcomes, poor, positive, negative, trends, alert,
avoid, occurrence, likelihood, severity, uncertainty, measures, analysis. ..
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Wha 'sthevd vestory?

Could you possibly expand on “Oops,
looks like something bad happened”?
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Could you possibly expand on “Oops,
looks like something bad happened”?

..Sorry, explain to me how giving
you $3.5 million $$ is ‘good’.
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9 What happens

9 How many times it happens

@ Cost of it happening
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INCIDENT TYPES:
Natural Events Human Driven Events Uncontrolled Events
Tornados Thefts Fires/Explosions
Hurricanes Assaults Surrounded Event
Storms Murders Personal Injury Accidents
Floods Bombs Industrial Accidents
Earthquakes Frauds System Failures
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Integration & Connected Systems

Internet Based Programs

Data & software in cloud

Mobility

loT — Big Data
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Company Security: VectorDyne - Manage Report

e

Site Security Risk Assessment

vecior(sWgls

Incident Summary

Topeka Cincinnati D.C Category Site 1 Site 3 Site 4 Site 5 Grand Total
S Accident $1,134K $1.791K
s
Cause Disturbance
Oklahoma City Currency
2 Memphis ——————————
o Drugs
Emergency Response
Site 5 Fire Violations
Dallas Gaming
Maintenance
Missing Persons
A Tallahassee .
Austi 5
o Houstor New Orleans Parking
ston S .
° Person Behavior
) Site 2 Property Damage
Tapa Property Removal
1 . Racing Infmctionleccurvences
Site 1
> DpensStresiMap coniribLtos . Grand Total $1,664K $49K | $34K $3.006K
Risk Assessment Critical Incidents
Risk Site 1 Site 2 Site 3 Site 4 Site 5 Site Name Reported Date/time Category Status
Site 1 Wednesday, June 3, 2015 Property Removal Closed $39,081
Asset Theft Moderats o Modlerate. Moderate Tuesday, June 23, 2015 Alarms Open $41,176
Saturday, June 27, 2015 Accident Closed $36,434
Saturday, September 5, 2015  Property Damage Closed $41,787
Sunday, November 29, 2015 Accident Closed $48,082
Data Leak High Low Critical Low Site 5 Tuesday, July 7, 2015 Alarms Open $40,614
Tuesday, December 29, 2015  Property Damage Closed $35,155
Property o Audit Plan
Destruction Name
siet]
Unauthorized Critical Moderate Site 2 -
sio4 —
Site 5
Worpiace Critical Critical Critical Crical Critical L
Feb Mar Apr May Jun Jul Aug Sep
# Share Remember my changes ~ |'_'| @) C
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EST 2000

Stage 1: Plan and Prepare

The Deming Cycle

‘When the Deming Cycle is applied o an organization's security program, the open space inside
the ring reprasents the organization's assets whila the ring itself represents the protective
countermeasures in place to mitigate risk and includes the organization's entire sacurity
information management program.
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The Four Stages of Incident Management

“ lIsts.
«Create SOPs (checklists,
attachments, hyparliniks).

Stage 2
Respond

< Initiate dispatch fautomatic or
manual).

« Mariage officer and organization
Tespanse.

« Executes SOPs.

= Zend alertsnat Hcations.

* Monitar situatian,

« Integration: PSIM, Eltuation

Management, Real-Time ¥ideo.
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Stage 1
Plan and Prepare

« et up masz notication.
«Create alerts/messages.

Stage 3

Document

«Capture record of events (who, what,

where, when, why and how much).
- Complle statistical raports.
~Performn root cause analysis.
+Summarlzs cormective action.
= Deliver business Intelligsnce.

«Set response timelines (RTAs).
~Sat event default prioeity.

Stage 4
Investigate

«Manage Investigations.
Capture statameants.
Monitar evidence.
Track expenses.
Fll2 summarles.

= Bulld cases.

= Ming Investigative data.
Analyze 1inks.

Chart timelines.

What is Incident Management?

Incident Management is considered a foundation
of enterprise risk (ESRM); in fact, the whale
concept of security and risk managament is to
protect against incidents that can impact assats.

Yat, the term itsalf has conflicting meanings as
to what it is and what we need to do. This poster
featuras the full lifecycle of Incident Management,

and the three critical phases of an incident you

must consider in order to run an effective Incident

Management program, including the critical rale
intagrated systerns and applications play in the

Inzident Managament process.

Stages 3 & 4: Document and Investigate
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Stage 1: Plan and Prepare

The Deming Cycle

The Four Stages of Incident Management

‘When the Deming Cycle is applied o an organization's security program, the open space inside
the ring reprasents the organization's assets whila the ring itself represents the protective
countermeasures in place to mitigate risk and includes the organization's entire sacurity
information management program.
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< Initiate dispatch fautomatic or
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«Create alerts/messages.
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Document

«Capture record of events (who, what,

where, when, why and how much).
- Complle statistical raports.
~Performn root cause analysis.
+Summarlzs cormective action.
= Deliver business Intelligsnce.

«Set response timelines (RTAs).
~Sat event default prioeity.

Stage 4
Investigate

«Manage Investigations.
Capture statameants.
Monitar evidence.
Track expenses.
Fll2 summarles.

= Bulld cases.

= Ming Investigative data.
Analyze 1inks.

Chart timelines.

What is Incident Management?

Incident Management is considered a foundation
of enterprise risk (ESRM); in fact, the whale
concept of security and risk managament is to
protect against incidents that can impact assats.
Yat, the term itsalf has conflicting meanings as

to what it is and what we need to do. This poster
featuras the full lifecycle of Incident Management,
and the three critical phases of an incident you
must consider in order to run an effective Incident
Management program, including the critical role
intagrated systerns and applications play in the

Inzident Managament process.

Stages 3 & 4: Document and Investigate

T Tumur
Lrkstta Lkt b
i and  lecident 5 aed
s T e
e Ao
Pumsmid by
Sopaiaz
=
Pan
o
T

[

At
G g
Frlina el it i 1] ngmacio Can
Avisired o o
i
Lm
sty
s
seremm
e g Ewate i
Emimgis L
Engqured
¥ gt
] s
Cepmat
[
]
sart

 Copyright 2012 Biten Mcliravéy, CFF

:RESOLVER



http://www.docu-track.com/buy/
http://www.docu-track.com/buy/

Ad esd Incident Managament

How does Incident Management fit into your risk management program?

PERFORMANCE MANAGEMENT
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Define Hisks (Threats, Frequency, Impact)
ﬂ PLAN
ACT DO

PERSPECTIVE:
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Define Hisks (Threats, Frequency, Impact)
INTERNAL THEFT

ACT DO

PERSPECTIVE: 40
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Define Hisks (Threats, Frequency, Impact)
INTERNAL THEFT

ﬂ PLAN
IMPLEVENT COUNTERVEASURES
& SAFEGUARDS
CHECK

MEASURE BFFECTIVENESS

l

Incident Management
+or -

PERSPECTIVE: 42
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Define Hisks (Threats, Frequency, Impact)

INTERNAL THEFT
ﬂ PLAN
TAKE ACTION BASED ON RESULTS IMPLEVENT COUNTERMEASURES
& SAFEGUARDS
CHECK
MEASURE EFFECTIVENESS
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Incident Management
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Threat Frequency/Event History
SLE

ALE

Freq Dist (heat mapping)

TAKE ACTION BASED ON RESULTS

Define Hisks (Threats, Frequency, Impact)

INTERNAL THEFT

ﬂ PLAN
IMPLEVENT COUNTERVEASURES
& SAFEGUARDS
CHECK

MEASURE BFFECTIVENESS

l

Incident Management
+or -

PERSPECTIVE:
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R f o mance Measur event &Hisk Vanagenent

Define areas requiring measurement-

MEASURE/TARGET
&
INTERNAL THEFT &
(Reduce Internal Thefts by 30%) > Q}%S
g -

PLAN t

'I'A(\a(l;;’[ti):r??g ggn%ir:ar?;ag (t;aerg]e s ACT DO Determine performangce history
(if average for last four years is 20: 30%

reduction is approx. 14)

CHECK

Monitor Actual vs. Targets
Alert on Benchmarks

L l

< Measure Internal Theft Incidents
Performance Management + or -
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Risks = Threats x Vulnerabilities x Impact
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Risks = Threats x Vulnerabilities x Impact
Risks = Threats x Frequency x Impact
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Risks = Threats x Vulnerabilities x Impact

Risks = Threats x Frequency x Impact
PA x (1-SE) x C$ = R$ + SE$
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Risks = Threats x Vulnerabilities x Impact

Risks = Threats x Frequency x Impact
PA x (1-SE) x C$ = R$ + SE$

Identify
Assets
Specify
Loss Events
Frequency
Of Events
Impact of

. Events

i i ! | Strategies

: | i To Mitigate

i i Feasibility

: i of Strategles

: : : Cost/Benefit
Analysis

General Security Risk
Assessment

(dSury) [eM)IV 10 pAedpnuy)

v v v Y
Re—Assessment

ASIS Pre-2015 RA Model
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Risks = Threats x Vulnerabilities x Impact

Risks = Threats x Frequency x Impact
PA x (1-SE) x C$ = R$ + SE$
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g |
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Low i | . Analysis Decision
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The objective is to
devise mitigation steps
which reduce the profile
of high impact high
probabillity risks

IMPACT

PROBABILITY —

Likelihood

Low

Threat Level

High

v

nik probabikty

select: M all red D ail yellow @ a¥l green B show all

Lo
1 -.

- 1

0 0.2 0.4 0.6 0.8 1.0

ik consequence

Scale

Greater than 70%

A40% 10 TO%

20% o 40%

Probability

5% to 20%

0% 1o 5%

Source: Virgmnia DOT's PPTA Risk Analysts Guidance, September 2011

Very High
High

=
High

High
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2015-2016 ASSANS Rsk Assessmant Mocd

PLAN

Define & analyze an
issue and the context

The PDCAmodel is a clear, systematic and documented approach to:
a) Set measurable policies, objectives, and targets;
b) Methodically implement the program; ACT DO

Devise a solution

c) Monitor, measure, and evaluate progress; Standardize solution Develop detailed action
. Review and define next plan & implement it
d) Identify, prevent, or remedy problems as they occur; issues systematically

CHECK

Confirm outcomes
against plan

Identify deviations
and issues

:RESOLVER


http://www.docu-track.com/buy/
http://www.docu-track.com/buy/

The External Context
The Internal Context

ANSI/ASIS/RIMS RA.1-2015

1

The Risk Management Context /-'» EiEab g thie Co et
Develop Criteria and Define the Structure |

Risk Assessment
What Can Happen, When, Where, How & Why
Threat/Opportunity, Vulnerability/Capability, & trltkaiit\rﬂmw SILTTTeR A Risk Identification P —
Identity Existing Controls *
Determine Likelihood P B

Determine Consequences
Determine Level of Risk

;; > Risk Analysis

v

Compare the Criteria— Set the Priorities
Consider Tolerance and Acceptability

¥

3‘..',-..;..-

Identify and Assess Options

Avoid? Share? Exploit? Reduce? Accept?
Prepare and Implement Treatment Options
| Analyze & Evaluate Residual Risk —

Risk Evaluation Ic

Communications & Consultation

YES

Figure 1: Risk Management Process (based on ISO 31000)

FTTITT

:’,;.,..| IR B—

M3IIADY PUE JOHUOA
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ANSI/ASIS/RIMS RA.1-2015

Operational Project Strategic
Risk Risk Risk

What OUTCOME do we want to
achieve and ensure?

Growth
Contraction

What EVENTS/TRENDS (+/-) would
deviate us from delivering that
outcome?

Events/Trends Events/Trends Events/Trends
+and = + and - +and -

; ; Accept Accapt Accapt

What available solutions can alter
; g Transfer Transfer Transfer
the e:fiuts or likelihood of these Control Control Control
events Exploit Exploit Exploit

B e T T T T

Institute the solution that bast suits : Rii:‘_irl:::“"’ mi:ar:::i!ﬂ Riil;ﬁ:’:llla :
our desired RISK PROFILE. : Cost Biad A

B e T

Measure Measure Measure
Test Test Test
Audit Audit Audit

Are the solutions responding as
anticipated?
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18] LP - Incident

v Incident
Incidents in Triage

Incidents Needing
Investigation

Incident Root Cause
Analysis

g LP - Case

€33 Administration

demo.staging.resolver.com

Root Cause Analysis

h @

Q ¥ Joe Crampton

What Happened? How did it happen?
On the night of June 13 Store # 1234 was burglarized after unknown persons broke into the storage room at night when staff
closing and before store open the following morning. Unknown were not on premisis.

persons entered the premises and removed an assortment of
computers and electronics totalling more than $15,000 in retail
value.

5 Why's Analysis

Using the 5 Why's Technique identify the contributing factors that lead to the incident's
occurrence. be sure to consider Equipment Failure, Human Error, Ineffective Process and other
Environmental Conditions. Most incidents have multiple contributing factors and proper
identification will enable effective treatment of the cause rather than the symptom.

Contributing Factors

Root Cause

Y,

o
B =
e
B B
=il
(: oot cause

CREATE NEW

CREATE NEW

:RESOLVER



http://www.docu-track.com/buy/
http://www.docu-track.com/buy/

Incident Detail

Incident Mumber

INC-0000025572

Occurred From DatelTime

Clazs Rollups.Category

Clazs Rollups.Class

Save |[ZF Edit S Add X Delete

(%) Lock = Print -1 Send

Cancel

% Involvements

Details

Policy  Procedure Name:
| RP-2015-13345

.Ffpot Caqse

Unintentional Act

Additional Details

The root cause of this incident relates to an unintentional act by the primary subject. There was no

intent to cause the event, but the secondary contributing factor 1s relative to a policy violation where the
subject knowingly violated the policy without thought to the impact of doing so.

< Marratives

Rewviews

% Attachments < Links % Losses % Investigation

Assignments

[¥] Palicy \ Procedure Violation

) S_ecnndary_l;ause
Palicy Viclation

Correction Action: Subject required to take training in regards to RP-2015-13345, 46 and 47,

Root Cause

Secondary Cause

INC-0000025931

127232015 11:00 AM

Yandalism

Property Incident

Intentional Act

Undertermined

INC-D000026021
INC-0000026017

127302015 8:37 AM
12312015 4:04 PM
123172015 1:238 FM

Theft
Theft

Medical

Property Incident
Froperty Incident

Emergency

Unintentional Act
Intentional Act

Unintentional Act

Policy Viclation

Lack of Due Care
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What, Where, When
AKARD TE ALE S E
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Activity Trending

Bishop Brownstone King's Corner Rook Plaza -
t
2013 2014 Total 2013 2014 Total 2014 Total o
Dangerous Condition s16| 658 1174] 621 804 1425 o 0 2599
Disaster 557 722, 1279 674 908 1582 [ 0 2861
Emergency Response 1081 1369, 2450| 1261 1653| 2914 o 0 5364
General Assistance 222 281 503| 272, 366 638 0 0 1141
Property 77 127 204 115 139, 254 0 0 458
Security Request 1003 1237 2240 1188 1513 2701 5 5 4946
Security Response 0 6 6 0 1 1 3 3 10
Total | 3456 | 4400 | 7856 | 4131 @ 5384 | 9515 8 8 17379
Category Number of Total Losses Total Net Losses  Tol
Incidents Recoveries
Security 54 $0.00 $D,UD $0.00 $0.
Safety 53 $0.00 $0.00 $0.00 $0.
Fire 56 $0.00 $0.00 $0.00 $0.
6 $2,004 .00 $1,000.00 $1,004.00 41
Compliance \ Assessment Totals: 169 $2,904.00 $1,000.00 $1,904.00 $41
Threats 528 $0.00 $0.00 $0.00 $0
Natural Disaster 20 $0.00 $0.00 $0.00 $0
Missing Person 201 $0.00 $0.00 $0.00 $0.
Medical 412 $1,000.00 $0.00 $1,000.00 $0.
Fire Response 209 $0.00 $0.00 $0.00 $0.
Building 554 $10,456.00  $4,560.00 $5,896.00 $0.
3 $0.00 $0.00 $0.00 $0.
Emergency Totals: 2,027 $11,456.00 $4,560.00 $6,896.00 $0.

Investigation 324 $0.00 $0.00 $0.00 $0
Employee Misconduct 163 $0.00 $0.00 $0.00 $0
Assistance 279 $5,815.00 $500.00 $5,315.00 $0

Human Resources Totals: 766 $5,815.00 $500.00 $5,315.00 $0.

Categories

i

(o]

=

c

o]

Ly
Suspicious Activity 128
Theft 85|
Threats 126 |
Trespassing 106 |
Vandalism | 13|
Weapon Law Violation | 4
Total 1042

2

@ = < =

97 83 66 80 85
50 66 44 37 51|
94 98 81 8 T4
85| 85 77| 56 62
81 84 56 66 68

4 6] 2| 2] 4
740 734 589 566 643

125

758

Incident Breakdown by Month

566

589

621

= | 8 5 8| 8

% % é § g Total
= $ 02 &

102 84 103 122 73 1119
37 64 33 60 47 669
95 92 69 100 85 1082
96 54| 51 75/ 49| 856
82 66 81 106 59 987
ol o] 4| 8| 10| 58|
784 621 622 864 564 8527

m August (9.19%)
W July (8.89%)

B March (8.61%)
= June (7.54%)
m October (7.29%)

= April (6.91%)
= May (5.64%)
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2| 2 _ % £ 5 2 2
128|358 |8|5|23|5 8|5 5 tom
s g |=|F 217 2 8 8 & @
(7] = a
SuspiciousActivity | 128 97 83 66 80 85 96 102 84 103 122 73 1119
_ Theft | 85 50 66 44 37 51 86 37 64 33 60 47 669
8 Threats 126 94 93 81 8 74 82 95 92 69 100 85 1082
& Trespassing | 106| 85 85 77 56 62 60 96 54 51 75 49 856
s Vandalism 13| 81 84 56 66 68 125 B2 66 81 106 59 987
Weapon Law Violation 4 4 6 2 2 4| 5 9 0 4 8 10 58
Total 1042 740 734 589 566 643 758 784 621 622 864 564 8527
Incident Breakdown by Month
| January (12.22%)
B November (10.13%)
m August (9.19%)
® July (8.89%)
566 m February (8.68%)
= March (8.61%)
: = June (7.54%)
~as » October (7.29%)
PLANNING & \ September (7.28%)
SCHEDULING 621 = April (6.91%)

@ May (6.64%)
m December (6.61%)
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Hook into the bigger aggregators™

“.Incident management tools have helped him to manage physical and information security
incidents but all these tools need to “hook into the bigger aggregators, the dashboard
views of the world.”

Hchard says that his company uses risk management software tools which helps manage
governance, risk, compliance & performance. .”

— Enterprise Security Hsk Management: Fow Geat Hsks Lead to Great Deeds
A Benchmarking Qurvey and White Paper
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Embedded Data

Actionable
& Measures Metrics = The Script
Incident o] | security initiatives / reduced cost of
Reports | insurance
Investigations & * Reduced cost of security-related
processes and incidents
Post-Mortems
i «  Reduced risk to insiders and within 3¢
After-Action M Et rics || party relationships
Reviews B + Increased engagement of employees in
\/ securing corporate assets
Risk
Assessments 9 Focus 9 * Assurance of Security response
«  Performance effectiveness
Audits & \F;:lllje *  Assurance of regulatory compliance
Inspections e Inf
niluence «  Enhanced ability to satisfy customers
* Engagement with improved methods of protection
Process & Event * Bi-Directional
Monitoring * Improvement * Reduced risk of attack through more
+ Compliance measurably effective protective
Processes, + Service Level measures
Plans, & » Customer
Budgets Satisfaction * Reduced recovery time from incidents
* Business Alignment
— * Increased brand protection & market

— penetration attributable to security
measures
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ABC Energy
Reporting & Analytics: ABC Oil and Gas «

Manage

Report  Administration

Incident and Policy Change Summary

Class Category
Compliance \  Safety .
Assessment X

Security O

Fire O
Emergency  Threats I

Buiding ]

Medica I

Fire Response ]

Missing Person 1

Natural Disaster |
Human Investigation I
Resources —

0 500
Morning
Weekday of OccurredFro.. | 12AM 1AM 2 AM 3AM 4AM
Sunday " = n . N
Monday ] ] n . "
Tuesday L] ] [ . .
Wednesday = ] L ] u
Thursday ] ] [ ] . L]
Friday ] ] ] . .
Saturday = [] n . =
~ Share Remember my changes ~

Resolver GRC Cloud

Incident Analysis

Impact
Count by Type
T
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1000 1500 2000 2500 3000
Distinct count of IncidentNumber
Incident Time
Daytime
5AM 6 AM 7 AM 8 AM 9AM 10AM 11AM 12PM 1PM
L] L] [ ] ] |
L] L] ] | | B
. " [ ] ] ]
. ] [ ] | | [ | [ |
. . | =] | |
. = | | | | |
n n [ | [ ] [ ]
(s <

Policy Change and

2PM

3PM

Incident Location

Ground Level

Parking (Underground) F|00r 1
Parking Lot

Floor 3 Parking Structure

Exterior \ Grounds

Evening
4 PM 5PM 6 PM 7PM 8 PM 9PM 10PM 11PM
[ | = ] ] " [ ]
i) [ ] " " " " []
| | L] [] = . =
[ | n = " n .

Category

O

~Arson

~Assault

~Assistance

~Building

) Complaints \ Concerns
~Disturbance of the Pe...
~Employee Misconduct
~Fire

~Fire Response
~Fraud

~'Harassment
~'Homicide
Investigation
~Kidnapping

" Liquor \ Drug Law Vio...
~ Medical

~)Missing Person
~Motor Vehicle Incident
" Natural Disaster

" Public Demonstration
) Robbery

Distinct count of Incident...
31
100
200
300
405
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“One of the hurdles we face in the security
industry is that while the processes and
systems used to collect and manage data have
improved tremendously, there has been
comparatively little attention given to the
analysis and effective communication of that
data.

The unfortunate reality is that most of us have
put far too much stock in flashy dials and
graphs that communicate little, and what they
do communicate, they do so poorly..”

“Whether it’s determining the effectiveness
of new security measures or identifying
nuisance alarms, we must have enough
context to differentiate what is normal
fluctuation (i.e. noise) from true trends and
outliers (i.e. signals)’
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(o gecanpd 1
Seour ity execut ive coundll _ _
Notice of exploitable security
How did our metrics enable results in defects & lack of business unit
avoided and prevented risk? engagement in protection

How do our metrics provide measurable How do our metrics influence governance
confirmation of reduced risk and business policy, business unit accountability and
process enablement? personal behavior?

How have our metrics demonstrated tangible, actionable and
measureable benefit to the enterprise?
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Canadian =
Security

I THE PUBLICATION FOR PROFESSIONAL SECURITY MANAGEMEN
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