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RISK & INCIDENTS: SAME SAND –Different CASTLES

RISK & INCIDENTS: SAME SAND –SAME CASTLES –DIFFERENT PROPERTIES

Clic
k t

o buy N
OW!

PDF-XChange

w
ww.docu-track.com Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com

http://www.docu-track.com/buy/
http://www.docu-track.com/buy/


3

RISK!

Likel ihood!

Impact?
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Event, Impact, Indicators, Loss, Consequences, threats, events, cause,
probability, ranges, good, outcomes, poor, positive, negative, trends, alert,
avoid, occurrence, likelihood, severity, uncertainty, measures, analysis….

What Does It Al l  Mean?
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Event, Impact, Indicators, Loss, Consequences, threats, events, cause,
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avoid, occurrence, likelihood, severity, uncertainty, measures, analysis….
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Event, Impact, Indicators, Loss, Consequences, threats, events, cause, probability, ranges,
good, outcomes, poor, positive, negative, trends, alert, avoid, occurrence, likelihood, severity,
uncertainty, measures, analysis….

What Does It Al l  Mean?

INDICATORS
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DATA VISUALIZATION

WHY INDICATORS ARE IMPORTANT WHY VISUAL INDICATORS ARE IMPORTANT
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DATA VISUALIZATION

WHY INDICATORS ARE IMPORTANT WHY VISUAL INDICATORS ARE IMPORTANT
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DATA VISUALIZATION

WHY INDICATORS ARE IMPORTANT WHY VISUAL INDICATORS ARE IMPORTANT

Clic
k t

o buy N
OW!

PDF-XChange

w
ww.docu-track.com Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com

http://www.docu-track.com/buy/
http://www.docu-track.com/buy/


DATA VISUALIZATION

WHY INDICATORS ARE IMPORTANT WHY VISUAL INDICATORS ARE IMPORTANT
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What’s the Value Story?
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What’s the value story?

 Could you possibly expand on “Oops,
looks like something bad happened”?
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What’s the value story?

 Could you possibly expand on “Oops,
looks like something bad happened”?

..Sorry, explain to me how giving
you $3.5 million $$ is ‘good’.
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Risk Management: The Primary Function of Security

Assess, manage and mitigate risk  using existing information.

What happens

How many times it happens

Cost of it happening

Threat

Frequency

Impact
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Risk Management: The Primary Function of Security

Assess, manage and mitigate risk  using existing information.

What happens

How many times it happens

Cost of it happening

Threat

Frequency

Impact

How

Why

(Cause)
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INCIDENT TYPES:

Natural Events

Tornados
Hurricanes
Storms
Floods
Earthquakes

Human Driven Events

Thefts
Assaults
Murders
Bombs
Frauds

Uncontrolled Events

Fires/Explosions
Surrounded Event
Personal Injury Accidents
Industrial Accidents
System Failures

WHAT WE KNOW ABOUT INCIDENTS
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INCIDENT TYPES:

Natural Events

Tornados
Hurricanes
Storms
Floods
Earthquakes

Human Driven Events

Thefts
Assaults
Murders
Bombs
Frauds

Uncontrolled Events

Fires/Explosions
Surrounded Event
Personal Injury Accidents
Industrial Accidents
System Failures

Incidents and Events at Departmental Level

IT HR Risk Management Legal Security           Ethics Compliance             Safety          Environment

WHAT WE KNOW ABOUT INCIDENTS
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REPORTING
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COMPUTING THE OLD WAY
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• Integration & Connected Systems

• Internet Based Programs

• Data & software in cloud

• Mobility

• IoT – Big Data

COMPUTING THE NEW WAY
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Interact. Communicate. Integrate  Connecting Data, Systems and People

TYPICAL Security Management Process COMPLETE Security Management Process
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Stage 1 Stage 2 Stage 3 Stage 4
PLAN and PREPARE RESPOND and MANAGE DOCUMENT INVESTIGATE

Call Taking

Video Management

Access Control

Patrol & Mobility

Alarms

Command Alrert
Process Guidance

Command Dispatch

Command Mobile

Activity Tracking Cases Investigations

Assignments Escalations Alerts

Preformatted
Reports

Ad-Hoc
Queries

Preventative Applications Real Time Applications

Full Text
Search

Business
Intelligence

Link
Analysis

Reviews & Approvals

Incident Reports

Post Event Applications
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INTEGRATED INCIDENT MANAGEMENT
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Risk Process Relative to Incidents
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DO

CHECK

ACT

PLAN

PERFORMANCE MANAGEMENT

Angles of Incident Management

ANGLES OF INCIDENT
MANAGEMENT

How does Incident Management fit into your risk management program?

THE DEMING CYCLE
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Define Risks (Threats, Frequency, Impact)

Risk Management
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Define Risks (Threats, Frequency, Impact)

INTERNAL THEFT

Risk Management
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Define Risks (Threats, Frequency, Impact)

INTERNAL THEFT

IMPLEMENT COUNTERMEASURES
& SAFEGUARDS

Risk Management
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Define Risks (Threats, Frequency, Impact)

INTERNAL THEFT

IMPLEMENT COUNTERMEASURES
& SAFEGUARDS

MEASURE EFFECTIVENESS

Incident Management
+ or -

Risk Management
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Define Risks (Threats, Frequency, Impact)

INTERNAL THEFT

IMPLEMENT COUNTERMEASURES
& SAFEGUARDS

MEASURE EFFECTIVENESS

Incident Management
+ or -

TAKE ACTION BASED ON RESULTS

Risk Management
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Define Risks (Threats, Frequency, Impact)

INTERNAL THEFT

IMPLEMENT COUNTERMEASURES
& SAFEGUARDS

MEASURE EFFECTIVENESS

Incident Management
+ or -

TAKE ACTION BASED ON RESULTS

• Threat Frequency/Event History
• SLE
• ALE
• Freq Dist (heat mapping)

Risk Management
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Define areas requiring measurement-
MEASURE/TARGET

(Reduce Internal Thefts by 30%)

Monitor Actual vs. Targets
Alert on Benchmarks

Measure Internal Theft Incidents
+ or -

Act based on performance in
relation to benchmark & targets

Determine performance history
(if average for last four years is 20: 30%
reduction is approx. 14)

Performance Measurement & Risk Management

DO

CHECK

ACT

PLAN

INTERNAL THEFT
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Risks = Threats x Vulnerabilities x Impact

RISK
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Risks = Threats x Vulnerabilities x Impact
Risks = Threats x Frequency  x Impact

RISK
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PA x (1-SE) x C$ = R$ + SE$

Risks = Threats x Vulnerabilities x Impact
Risks = Threats x Frequency  x Impact

RISK
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PA x (1-SE) x C$ = R$ + SE$
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Risks = Threats x Vulnerabilities x Impact
Risks = Threats x Frequency  x Impact

RISK

ASIS Pre-2015 RA Model
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WE ALSO SEE RISK BY COLOR

Clic
k t

o buy N
OW!

PDF-XChange

w
ww.docu-track.com Clic

k t
o buy N

OW!
PDF-XChange

w
ww.docu-track.com

http://www.docu-track.com/buy/
http://www.docu-track.com/buy/


WE ALSO SEE RISK BY COLOR
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2015-2016 ASIS ANSI Risk Assessment Model
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2015-2016 ASIS ANSI Risk Assessment Model

The PDCA model is a clear, systematic and documented approach to:
a) Set measurable policies, objectives, and targets;
b) Methodically implement the program;
c) Monitor, measure, and evaluate progress;
d) Identify, prevent, or remedy problems as they occur;

DO
Devise a solution

Develop detailed action
plan & implement it

systematically

CHECK
Confirm outcomes

against plan
Identify deviations

and issues

ACT
Standardize solution

Review and define next
issues

PLAN
Define & analyze an

issue and the context
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How and Why
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How and Why
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What, Where, When
AKA FD, TF, ALE, SLE
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“ Hook into the bigger aggregators”
“..Incident management tools have helped him to manage physical and information security
incidents but all these tools need to “hook into the bigger aggregators, the dashboard
views of the world.”

Richard says that his company uses risk management software tools which helps manage
governance, risk, compliance & performance….”

–Enterprise Security Risk Management: How Great Risks Lead to Great Deeds
A Benchmarking Survey and White Paper
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Metrics

Risk
Assessments

Process & Event
Monitoring

Audits &
Inspections

After-Action
Reviews

Investigations &
Post-Mortems

Processes,
Plans, &
Budgets

Incident
Reports

Communicating The Value Story

• Reduced risk & loss attributable to
security initiatives / reduced cost of
insurance

• Reduced cost of security-related
processes and incidents

• Reduced risk to insiders and within 3rd

party relationships

• Increased engagement of employees in
securing corporate assets

• Assurance of Security response
effectiveness

• Assurance of regulatory compliance

• Enhanced ability to satisfy customers
with improved methods of protection

• Reduced risk of attack through more
measurably effective protective
measures

• Reduced recovery time from incidents

• Increased brand protection & market
penetration attributable to security
measures

Actionable
Metrics = The Script

Embedded Data
& Measures

Focus
• Performance
• Risk
• Value
• Influence
• Engagement
• Bi-Directional
• Improvement
• Compliance
• Service Level
• Customer

Satisfaction
• Business Alignment
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Obsessing Over Raw Numbers

“One of the hurdles we face in the security
industry is that while the processes and
systems used to collect and manage data have
improved tremendously, there has been
comparatively litt le attention given to the
analysis and effective communication of that
data.
The unfortunate reality is that most of us have
put far too much stock in flashy dials and
graphs that communicate litt le, and what they
do communicate, they do so poorly….”

“Whether it’s determining the effectiveness
of new security measures or identifying
nuisance alarms, we must have enough
context to differentiate what is normal
fluctuation (i.e. noise) from true trends and
outliers (i.e. signals)”
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Risk Indicators
George campbel l ,
security executive council

KEY RISK INDICATORS:
How did our metrics enable results in

avoided and prevented risk?

Notice of exploitable security
defects & lack of business unit

engagement in protection

KEY INFLUENCE INDICATORS:
How do our metrics influence governance
policy, business unit accountability and

personal behavior?

KEY PERFORMANCE INDICATORS:
How do our metrics provide measurable

confirmation of reduced risk and business
process enablement?

KEY VALUE INDICATORS:
How have our metrics demonstrated tangible, actionable and

measureable benefit to the enterprise?
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Measures & Metrics and Performance Management in Corporate Security
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RISK & INCIDENTS: SAME SAND –Different CASTLES
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RISK-incidents:
same playground, different castles

Q and A Time
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